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PineApp

Our innovation - Your SeCurity

Founded in 2002

Provider of:

Internet (Email, WEB) Security solutions

Email Archiving solutions

Privately owned
HQ and R&D center are located in Israel

Global company

Branches in: US, Canada, Russia, Italy, Spain, France and Singapore

Wide install base

Large install-base in over 50 countries



(/ PineApp

Our innovation - Your SeCurity

e
" PineApp

Surf-SeCure™

o vmwore
Appliance Software  Virtual Environment

"Hf'ineAnp 056*

Outbound Spam Guard™

=} n : E‘-.,.'. pﬁl— 1

PEEE BB NrneArp s

————

SeCure SoHo™

e vmwore =
Appliance Software  Virtual Environment ‘;_— iF .- ymware
Appliance Software  Virtual Environment




(/ PineApp

Our innovation - Your SeCurity

PineApp Solutions:

Email Perimeter Network Security Solution — AS/AV

Mail SeCure Encryption Module

Email Archiving Solution

Anti-blacklisting Solution for Service Providers

Web Surfing Solution
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PineApp’s Solutions are available as:

, installed on:

= |ocal Hardware

= Virtual Platform
(Vmware, Hyper-V, Xenserver)

= Hosted cloud deployment

PineApp’s Products can be installed at:
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OEM - White labeling
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Banks & Financial Institutes
= Alfa Bank - Russia
= Zenith Bank - Russia
= Leumi Bank — Israel
= Fibi Bank - Israel
= 1818 Bank - France
= Ingostrach Insurance — Russia
= Generali- Romania

ISPs and Telco’s
= Netvision — Israel
= AOL UK & Luxembourg
= T-Systems — lItaly
= Netdlndia - India

Ministries
= |sraeli Parliament - Israel
= Ministry of Foreign Affairs — Israel

= Ministry of Education - Israel

= Ministry of Education — Colombia
= Ministry of Education — Portugal
= Ministry of Health - Portugal

Electrical Companies
= SBS Systems — Russia
= TGK-9 - Russia
= TGK-3 - Russia
= OGK-2 - Russia
= SeverEnergia— Russia
= |srael Electric Company

Universities

= State College of Tallahassee -

= University of Alaska —
= UCLA - USA

= Interdisciplinary Center Herzliya —

= Ort School - Israel
= Javeriana — Colombia

Corporate

= Toyota — Japan, Israel, Russia, Australia

Alicorp — Peru
Navantia - Spain
UPS — Israel
McDonalds — Israel
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Complete Anti Spam/ Anti Virus Protection
proven ratio of 99.8% - WEST COAST LABS Platinum Certification

Strong Perimeter Security

up to 90% are stopped prior to content inspections

Seamless Integration

interfaces with all server types

Policy

domain and user-based policy rules assignment

Legal Hold

short-term (30-days) clean email backup solution

Daily Traffic Reports Mail-SeCure
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Multi Platform Availability

available in hardware, software and VM form
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Policy-based Encryption

part of Mail-SeCure’s policy module

Flexible

encryption according to all message’s parts (body, attachment, recipient, sender etc).

Automated encryption

no dependence on the “human cause”

Secured

on —premises secure email system for
maximum secured delivery

Secure reply option
Logging

logs and audit trail for all encrypted messages

Mail-SeCure
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Compliance
fully compliant with SOX, GLBA, HIPAA and others

Multiple Storage Method Support

support in internal (DAS) and external (SAN/NAS) storage

Multiple Email Fetching Method Support

SMTP, Journal and historic archiving

Single Instance Storage

one instance copy across multiple messages

Multi Conditional Search

through all message parts

Email Client Integration

Outlook-based search utility

Multi Platform Availability

available in hardware, software and VM form
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Category Based Filtering

URL filtering according to RuleSpace categories and database

Anti-Virus

real-time protection against malicious codes and problematic files

Policy Management

ability to plan and apply policies for three tiers (global, group, user)

Advanced User Management

NTLM and LDAP integration for seamless connectivity to solution

File Download/Upload Control

blocking file downloads via HTTP/FTP

Logs and Reporting Tools
Multi Platform Availability

available in hardware, software and VM form
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PineApp in the Cloud

PineApp offers cloud-based email-based and services for MSP’s
wishing to deployon PineApp’s technologies

Email security

Email archiving

Email encryption

Web surfing

¥ White labeling
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PineApp supports 3 different modes-of-operation:

1 2 3
ISP owns the products Customers’ products are Customers’ products are
ISP Resources’ optimization hosted at ISP premises installed at his premises 2>
Customer savingson IT ISP runs daily operations Higher security
CAPEX & OPEX Customer savings on IT ISP remotely runs the daily
OPEX operations
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PineApp OSG — solution overview

Clean outgoing traffic

PineApp rurly 1 Tansparein
Anti-Blacklisting Solution

1. Anti-Spam & Anti-Virus inspections

2. Internal IP reputation checks (ISP level
blocked, no external RBL level)

3. Abuse department reporting



